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SECURITY IN DJANGO CORE



•On average 26% of Django s ’
releases are security updates

•Priority for the Django core 

team



CREDENTIA
L EXPOSURE

Credentials can 

be easily exposed 

through:

1.Traceback

2.Source control



TRACEBACK



SOURCE CONTROL EXPOSURE



DJANGO ADMIN
DJANGO DEFAULT S URL’

Admin 
uri



ENABLE MFA

• MFA ( MULTIFACTOR AUTHENTICATION )

• Personal recommendation is django-otp



MIDDLEWARE

Middleware is a framework that hooks into Django’s 

request/response processing. It’s a light, low-level 

“plugin” system for globally altering Django’s input or 

output.



CSRF MIDDLEWARE -

CSRF attacks allow a malicious user to execute actions using the 
credentials of another user without that user s knowledge or ’
consent.



XSS
XSS ATTACKS ALLOW A USER TO INJECT CLIENT-SIDE SCRIPTS INTO THE BROWSERS OF OTHER USERS.



CLICKJACKING

• Clickjacking is a type of attack where a malicious site 

wraps another site in a frame. This attack can result in 

an unsuspecting user being tricked into performing 

unintended actions on the target site. 

• 'DJANGO.MIDDLEWARE.CLICKJACKING.XFRAMEOPTIONSMID

DLEWARE’



HIDE FROM SOURCE CONTROL 
RECOMMENDATIONS

File 
structure



BEST PRACTICES

Never delete 
middleware 
unless if you 
really know what 
you are doing

1
Separate 
settings into 
dev, staging & 
prod as a 
minimum

2
Change admin 
uri

3
If you hide your 
secret key 
after your 
first commit, 
always remember 
that it will be 
stored in 
commits 
history

4



CONCLUSION

Debug

Django-admin

Hidding secrets

Middleware

Best practises



THANK YOU

QUESTIONS?
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